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Minacce e dipendenze WEF 2025
Diversi fenomeni, tra cui le tensioni politiche e l’avvento 
massivo dell’AI stanno complicando notevolmente lo scenario 
del cyberspace
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World Economic Forum
Il 63% delle organizzazioni ha citato il panorama delle minacce complesso e in continua evoluzione come la sfida più grande 

per diventare resilienti dal punto di vista informatico. Complessità all'intersezione tra IT e OT
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Non solo la rete

La Minaccia dalla Supply Chain

+30% YoY attacchi via Supply Chain

66% degli attacchi avviene attraverso il codice 

sviluppato dai fornitori

62 % degli attacchi via Supply Chain si basa sulla 

fiducia verso i fornitori 

66% dei casi le aziende vettore dell’attacco non sono 

consapevoli o non dichiarano la compromissione

NIS2-Dl/138

ENISA prevede che la prima minaccia nel 2030 proverrà dal codice sviluppato dai fornitori e dalla sue 

dipendenze

IoT IoMT Cloud Native 

AI Code

Supporto e 

Manutenzione
MSSP

L'hacker collegato all'intrusione in Oracle Cloud minaccia di vendere dati rubati- Cybersecurity dive
Westpole-PA Digitale – digital360
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2017

Evoluzione della resilienza cyber

…La connettività pubblica è quindi ancorata ad un passato tecnologico …
Intorno al 2011-2012 si cominciò a dibattere su un nuovo paradigma a
fondamento del networking, a partire da alcune ipotesi avanzate dalla
Stanford University, chiamato Software Defined Network o SDN. Acronimo da
tenere bene a mente perché probabilmente diventerà molto famoso nel giro
di pochi anni
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Evoluzione della resilienza cyber

1. disaccoppia il data plane dal control plane, e permette di astrarre 
il livello logico dall’hardware, rende disponibili API per 
programmare le funzioni di rete.

2. l’istradamento avviene in base al tipo di flusso dati e non solo 
all’indirizzo di destinazione.. unifica il comportamento del device
ad ogni livello a cui opera

3. tutta la rete è programmabile interamente e in modo 
estremamente flessibile attraverso Network Application quali 
Firewalling, Load Balancing, Consumo energetico, QoS end to end, 
MPLS, virtualizzazione della rete, traffic engineering, IDS, Mobile 
etc. In realtà non c’è limite alle Net App

Software Defined Network
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Evoluzione della resilienza cyber

Sede n

Line 

Principale Line 

Backup

Sede m

MPLS

Software Defined Network SC-47: Alternate Communications Paths

SC-8: Transmission Confidentiality and Integrity

SC-6: Resource AvailabilitySC-7(20): Dynamic Isolation and Segregation

SC-7(20): Dynamic Isolation and Segregation

Sede n Sede m

MPLS

Fibra 5G

Internet

Satellitare

Come controllo il mio servizio 
di connettività?
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Evoluzione delle soluzioni
Software Defined Network

Il primo caso
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Evoluzione della resilienza cyber
Segregazione, compartimentazione

SC-7(20): Dynamic Isolation and Segregation
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Tech Strategy – Medical Devices Security Architecture

Dispositivi ITDispositivi Elettromedicali

Accesso

TeleHealth

Data
Control

Flussi

Gestione Identità

Network Access Control

Segregazione
Routing

Rede di Accesso
Traffic Tag

Policy
Tag Based

Multi-cloud

Sd-Wan

Dominio
IAM
PAM

CSIRT SOC
Regionale

Trappole
Analisi del traffico

Analisi Comportamentale

Triage Eventi

SIEM SOAR

Log Collector

Log

Evoluzione della resilienza cyber
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Evoluzione della resilienza cyber

Benefici dell’adozione di Sd-Wan
1. Controllo delle prestazioni della rete in tempo reale

2. Sensibile aumento della qualità del servizio, della continuità del servizio e della sicurezza.

3. Agilità 

a) Variazione delle politiche di sicurezza, routing e dei livelli di servizio applicazione/utenti

b) Attivazioni e disattivazioni sedi

c) Attivazioni/disattivazioni applicazioni

d) Attivazioni e disattivazioni linee

4. Risparmio sui costi delle linee

5. Supporto all’adozione di architetture cloud – multicloud

6. Abilita all’implementazione della segregazione del traffico

7. Completa indipendenza dall’operatore
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Resilienza – NIS2
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Resilienza – ACN 138/24
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Resilienza – ACN 138/24
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The attack surface continues to expand 

Digital Networking & Infrastructure Evolution Accelerating 

Users & 

Devices

Back to the 

Office increasing

Too many agents 

from Networking 

and Security

Data Leakage at 

Endpoint

Edge & 

Cyber-PhysicalAir Gap no 

longer viable

Branch and 

Campus 

Deploying OT

Networks

Application 

Steering
Secure 

Access

Digital 

ExperienceNetwork 

Edges 

Expanding

Applications

Cloud Native 

Networking and 

Security

Application 

Evolution to AI

Hybrid multi-cloud 

API’s Increasing 

faster than 

Applications

Repatriation 

Occurring - Energy

6G, WiFi 8, 

LEO, GEO

Satellite

Network 

Complexity

Edge Proximity 

and AI Enabled

Dati Digitali 2.000ZB 2035

x1.7  +digitalizzazione dopo il 2020 (Covid) 

+40Mld IoT Devices 2033

Costo medio Data Breach

10.5B$

«Data Singularity»  Ray Kurzweil, 200184%  Companies are hybrid

125+ Distributed applications 

used by enterprise

90% Of enterprises will have 

experienced a security incident 

related to the edge network by 2026



17© Fortinet Inc. All Rights Reserved.

Digital Networking & Infrastructure Evolution Accelerating: 
Unified-SASE (Secure Access Service Edge)
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SD-WAN

FortiGate

SSE 

FortiSASE

Unified Console, Agent, Data-lake Flexible Enforcement, Connectivity AI-Powered Intelligence

FWaaS
Secure Internet Access

Universal ZTNA
Secure Private Access

SWG
Secure Internet Access

CASB, DLP
Secure SaaS Access

DEM
Digital Experience

SD-WAN
Connectivity, Private Access

RBI
Remote Browser Isolation

Data 

Center

Public Cloud

Private Cloud 

Internet

SaaS

Branch, 
Campus

Factory

Remote 
Users

Thin 
Edge

Unified-SASE Architecture

Digital Networking & Infrastructure Evolution Accelerating
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Providing All-in-One Remote Users and Site Protection

▪ Connectivity: 
▪ Remote users (FCT based, and agentless via FortiSASE) 

▪ Branches (over Fortinet SDWAN Network) 

▪ Secure Access:
▪ Local Network Protection 

▪ Secure Internet Access (SIA) 

▪ Secure SaaS Access (SSA) 

▪ Secure Private Access (SPA) 

▪ Native integration into Fortinet ecosystem

▪ Consistent security enforcement, across the entire 
enterprise footprint (on-net & off-net)

▪ Consistent ZTNA filtering (EMS Security Fabric)

▪ Central Management and Analytics

Unified-SASE Architecture

Digital Networking & Infrastructure Evolution Accelerating

Branch Office

Internet

Branch Office

Public/Private 
Cloud DC

HQ

WAN

on-net

Spoke

Spoke

Hub

Hub

off-net

Underlay

Overlay (static)

Overlay (shortcut)

FMG & FAZ (Single Pane of Glass)

SD-WAN FortiGuard ZTNA

on-net

off-net

POP-1

POP-2

FortiSASE
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Encrypted

Communication

Application 
Access

Continuous 

Posture Check

User 
Identity

Device 
Trust

1

2

34

5

Gestire la supply chain quindi richiede Zero Trust Access. 

VISIBILITY 

& CONTROL

Zero Trust

CONTINUOUS 

ASSESSMENT

• Identify and Authenticate device

• Authorized device or BYOD?

• Approved for access? revoked?

1

• User identity should be verified

• Strong MFA

• Role-based access controls

2

• Adaptive and conditional access

• Security Compliance

• Device Vulnerabilities

3

• Verify Application Access Rights

• Application Specific Access

• Application not available to internet

4

• End-to-end encryption- even on-prem

• Data protection

• All communication is logged

5

Digital Networking & Infrastructure Evolution Accelerating
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The components of a client-based ZTNA solution

ZTNA Elements – FortiPAM as Access Proxy

User Client

Digital Networking & Infrastructure Evolution Accelerating

User Identity and Device Posture 
ENFORCEMENT 

Policy EngineUser Identity

Where the USERS are

Campus

Branch

Home

Travel

Where the critical systems are

Other critical systems

Windows/Linux/Web Server

Firewalls/routers/switches

FortiPAM
Application Gateway
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SD-WAN Seamless Integration

Secure Private Access

Secure Internet 

Access (SIA)

FortiSASERemote User 

Agent-based

(Forticlient)

Home / CoffeShop

Internet

HQ

DC

WAN1

(mpls)

WAN2

(internet)

HUB

SPOKE

HUB

SPOKE

SPOKE

Secure Private 

Access (SPA)

SD-WAN 

Private 

Access

IPSEC Dial-UP VPN

IPSEC Dial-UP VPN

Applications/

Servers

Applications/

Servers

Augment to existing SD-WAN

Intelligent routing and steering

Broader app support (UDP-based, 

VOIP, Video)

SD-WAN Private Access

VPN

Remote User 

Agentless

(Proxy PAC)

Home / CoffeShop

Digital Networking & Infrastructure Evolution Accelerating
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Remote User 

Agent-based

(Forticlient)

Home / CoffeShop

HQ

DC

WAN1

(mpls)

WAN2

(internet)

HUB

SPOKE

HUB

SPOKE

SPOKE

Secure Private 

Access (SPA)

SD-WAN 

Private 

Access

Applications/

Servers

Applications/

Servers

VPN

Remote User 

Agentless

(Proxy PAC)

Home / CoffeShop

User     

@ OfficeInternet

Secure Internet 

Access (SIA)

Internet

FortiSASE

User     

@ Home

Local Internet 

Breakout

On/Off-Net Detection Rules

On-fabric rule sets determine if FortiSASE considers endpoints 

trusted or on-fabric, meaning they are in a corporate network which 

should have some level of on-premise security and do not need to 

automatically connect to FortiSASE VPN for security inspection. 

On-Net / Off-Net Detection Rules

Secure Private Access
Digital Networking & Infrastructure Evolution Accelerating
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Il servizio SASE in casa

Sovereign SASE
Digital Networking & Infrastructure Evolution Accelerating
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QKD Quantum Key Distribution

Digital Networking & Infrastructure Evolution Accelerating

Mezzi di trasmissione utilizzati in QKD

• Fibre ottiche

• Spazio libero (Free-Space Optics, FSO)

• Satelliti per QKD globale
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