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Attacking maritime radars
Aim: Reduce 
Situational Awareness  
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Attack: inject fake ASTERIX packets after 
legitimate ones from the antenna to add 
and delete targets on the PPI.



Radar Hijacking
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Remediation and Disclosure
• Remediation is based

on anomaly detection, 
and a patent is coming.

• The idea:

G. Longo, E. Russo, A. Armando, A. Merlo: Attacking (and defending) the maritime radar system, IEEE TIFS, 2023

«Responsible disclosure» to radar manufacturers and several maritime stakeholders



Attacking TCAS Threat model: An attacker having moderated-price COTS hw (SDRs, 
signal amplifiers, antennas, computers) → ($10.000) → terrorists, 
activists, and nation-state

Three RF-based attacks: 
1. Traffic Advisory (TA) Injection
2. Resolution Advisory (RA) Injection
3. Denial of Service on RA

TA Injection RA Injection

DoS on RA

Found two vulnerabilities allowing to:
1. Build up false targets on the radar
2. Disabling TCAS-RA



Validation, Mitigations, and Disclosure
Validation:

• Joint work with the Defense Campus, Armasuisse, Thun, Switzerland;

• Attacks tested in the lab, real aircraft at rest, and in-flight

Potential Mitigations (anomaly detection, again):
• No «rewriting», relying on external data;
• Vertical angle (altitude) and Doppler effect (distance). 

Responsible disclosure:
• Agencies: FAA, EASA, Aviation ISAC, COR Difesa, ENAC, ENAV, ACN. 
• Industries: Garmin, Leonardo, Airbus, Boeing, Pilatus Aircraft, Thales. 

A TA Injection on a real aircraft

G. Longo, M. Strohmeier, E. Russo, A. Merlo, V. Lenders:   “On a Collision Course: Unveiling Wireless Attacks to the Aircraft Traffic 
Collision Avoidance System (TCAS)”, USENIX Security 2024.

However, there is NO FIXING for the first vulnerability
(display fake targets - CVE-2024-9310) 

Two CVEs:
• CVE-2024-9310: Reliance on Untrusted Inputs in a Security Decision
• CVE-2024-11166: External Control of System or Configuration Setting

https://www.cve.org/CVERecord?id=CVE-2024-9310
https://www.cve.org/CVERecord?id=CVE-2024-9310
https://www.cve.org/CVERecord?id=CVE-2024-11166


Two «incidents», any correlation?
On Jan. 21, 2025, CISA released a bulletin: https://www.cisa.gov/news-events/ics-advisories/icsa-25-021-01

https://www.youtube.com/watch?v=YiGgKeEwW7U
https://www.youtube.com/watch?v=pOXV3AjESVU

https://www.cisa.gov/news-events/ics-advisories/icsa-25-021-01
https://www.youtube.com/watch?v=YiGgKeEwW7U
https://www.youtube.com/watch?v=pOXV3AjESVU
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