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Radar scanners

Aim: Reduce

Situational Awareness&/

Attack: inject fake ASTERIX packets after
legitimate ones from the antenna to add
and delete targets on the PPI.
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Remediation and Disclosure

METHOD AND SYSTEM FOR DETECTING ANOMALIES IN A RADAR SYSTEM ON BOARD OF A SHIP ateJel[e=1ilely

 Remediation is based - o
. Publication/Patent Number: W02024009332A1 Publication Date: 2024-01-11
O n a n O m a Iy d Ete Ct I O n) Application Number: 1T2022/000036 Filing Date: 2022-07-08
a n d a pate nt |S CO m | ng. Inventor: Russo, Enrico Armando, Alessandro Merlo, Alessio Longo, Giacomo

Assignee: E-PHORS S.PA.
IPC: HO4L9/40
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Policies

«Responsible disclosure» to radar manufacturers and several maritime stakeholders

G. Longo, E. Russo, A. Armando, A. Merlo: Attacking (and defending) the maritime radar system, IEEE TIFS, 2023



. Threat model: An attacker having moderated-price COTS hw (SDRs,
Atta C kl n g TCAS signal amplifiers, antennas, computers) = ($10.000) = terrorists,

activists, and nation-state
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Found two vulnerabilities allowing to:
1. Build up false targets on the radar

DoS on RA Three RF-based attacks:
1. Traffic Advisory (TA) Injection

TA RA TA RA ﬁ T A 2. Resolution Advisory (RA) Injection

(a) Before SLC (b) SLC receipt (c) After SLC 3. Denial of Service on RA




Validation, Mitigations, and Disclosure

Validation:

* Joint work with the Defense Campus, Armasuisse, Thun, Switzerland;

A TA Injection on a real aircraft

» Attacks tested in the lab, real aircraft at rest, and in-flight

Two CVEs:

e (CVE-2024-9310: Reliance on Untrusted Inputs in a Security Decision
e (CVE-2024-11166: External Control of System or Configuration Setting

Responsible disclosure:
* Agencies: FAA, EASA, Aviation ISAC, COR Difesa, ENAC, ENAV, ACN.
e Industries: Garmin, Leonardo, Airbus, Boeing, Pilatus Aircraft, Thales.

Potential Mitigations (anomaly detection, again):
* No «rewriting», relying on external data;
* Vertical angle (altitude) and Doppler effect (distance).

However, there is NO FIXING for the first vulnerability
(display fake targets - CVE-2024-9310)

G. Longo, M. Strohmeier, E. Russo, A. Merlo, V. Lenders: “On a Collision Course: Unveiling Wireless Attacks to the Aircraft Traffic

Collision Avoidance System (TCAS)”, USENIX Security 2024.


https://www.cve.org/CVERecord?id=CVE-2024-9310
https://www.cve.org/CVERecord?id=CVE-2024-9310
https://www.cve.org/CVERecord?id=CVE-2024-11166

America’s Cyber Defense Agency

NATIONAL COORDINATOR FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE

Date: 11-DEC-2024
Place: New York, NY, USA

Time of landing: 11:04 PM, local time.

Description: An American Airlines Boeing 737-800 (B738), registration N358PW, performing
flight AAL578 / AA578 Dallas-Fort Worth International Airport, TX (USA) to New York John F.
Kennedy International Airport, NY (USA) was on final approach at Kennedy Airport at 3000 feet
when the flight crew started the climb to 3700 feet and later reported TCAS RA. The controller
informed that there was no conflicting traffic. After that the flight crew said that they hadn’t
seen anything on their scope as well.

AAL578:
I don’t know. We had our TCAS system kick off an RA,
| didn’t see anything on OUr... On our scope.
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Several reports of TCAS TA and TCAS RA
occured during the whole morning in the
approach path to runway 19 at
Washington National Airport (KDCA).
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Somewhere around this position the flight crew
lhemes mat = TAC DA IDarcAali b iarm mAviieaeanam )


https://www.cisa.gov/news-events/ics-advisories/icsa-25-021-01
https://www.youtube.com/watch?v=YiGgKeEwW7U
https://www.youtube.com/watch?v=pOXV3AjESVU
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