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Le definizioni e
le applicazioni Al
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Al: temi e problemi

Le definizioni
Le funzioni attivita dell’Al

La modellistica tecnologica di
sviluppo: Chat GPT 4, ontologie e
tassonomie

Gli strumenti:

Deep neural network machine
learning
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Temi

Dai dati, modelli di dati e basi di dati alla
rappresentazione di conoscenza e alle knowledge
bases

soluzioni tecnologiche architetturaliin Al
strumenti e applicazioni/prodotti e servizi Al

Machine learning, deep learning: acquisizione ed
elaborazione di knowledge

Problemi

Lemulazione delle funzioni intellettive e operatlve
umane:

Ureti neurali, funzioni cerebrali, funzioni cognltlve
funzioni linguistiche
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WHO

Regulatory considerations
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1. Atrtificial Intelligence

Al is a branch of computer science, statistics
and engineering that uses algorithms or

Machine learning-enabled medical devices: a subset of Al-enabled models to perform tasks and exhibit
medical devices: key terms and definitions. Proposed document

posted for public consultation, 16 September 2021. International behaviours SUCh as leaming, making

Medical Device Regulators Forum; 2021

(https://www.imdrf.org/sites/default/files/202110/Machine%20Learni

decisions and making predictions.

ngenabled%20Medical%20Devices%20%20A%20subset%200f%20Artif

icial%20Intelligenceenabled%20Medical%20Devices%20-
%20Key%20Terms%20and%20Definitions.pdf).

The subset of Al known as ML allows computer
algorithms to learn through data, without being
explicitly programmed to perform a task
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Meglio forse???
11. Al system

The IMDRF defines an Al system as a software that is developed with
one or more of the techniques and approaches listed below* and can,
for a given set of human-defined objectives, generate outputs such as
content, predictions, recommendations or decisions that influence the
environments they interact with.

Al techniques and approaches:

(a) machine learning approaches, including supervised, unsupervised
and reinforcement learning, using a wide variety of methods, including
deep learning;

(b) logic- and knowledge-based approaches, including knowledge
representation, inductive (logic) programming, knowledge bases,
inference and deductive engines, (symbolic) reasoning and expert
systems;

(c) statistical approaches, Bayesian estimation, search and
optimization methods.
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Le funzioni cognitive € la
mente: il grande motore
delle attivita umane

* percezione

* analisi

* trasduzione

* integrazione/memorizzazione
* elaborazione

* retrieval

* applicazioni
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Al technological modeling

o Neural, cognitive and linguistic approaches

* CHAT GPT 4: (transformer attentive models) NLP, data
base/ knowledge base, linguistic processing e servizi:
extraction, composition, information queries, analisi
multimodali, ecc.

* Deep neural network machine learning: Gitta Kutyniok sui
mathematical foundational support e criticism for data
architectures

* Ontologie e tassonomie: def e metodi

Guarino, MITRE, Protégés/Stanford University
* POC Cybersecurity defense systems
ULinguaggi misti/blended

* Riconoscimento immagini: labelled images e polisemy of
images (Google image analytics)
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Gitta Kutyniok “a comprehensive theoretical
mathematical foundation in Al is completely lacking at

present”

In Al, ..., in the case of deep neural networks, “the search results is a
timeconsuming work for a suitable network architecture,

a highly delicate trial-and-error-based (training) process,

and missing error bounds for the performance of the trained neural networks”.

Layers, data sets (numerical, bivariate, multivariate,
categorical, correlational, ecc.), architetture: criteri per la
coerenza tipologica dei dati e Uarchitettura delle basi di
conoscenza
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Klecha & Co. Insights Report, “Digital Health Tech:
Paving the way for a healthier future”, May 2022

¢ Social media

* Internat of Things OoT)

& Software as a Service (50a5)
* Data as a Service (DaaS)

(]
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Al e sanita: applicazioni

Applicazioni

radiografie

Abbondanza di
«ontologie»,

Ja. «tassonomie», @ cardiologia

thesauri fisiatria

oncologia

siti depressione (MIT
speech patterns)
etc.
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{8 World Health WHO (World Health Organization)
warey Organization . . e 2y .
= Regulatory considerations on artificial intelligence for health
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An overview of
software tools and
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relation celi-coll adhesion via
—————— plasma-membrane adhesion molecules
{ (GO:0008742)

Visual impairment
(HP:0000505)

isa isa

N Blind 9 mnbﬂon heterophilic cell-cell adhesion via plasma |

(HP:OIIIIIII"B:O) i membrane coﬂ.ad#mcon molecules
(GO:0007157)

Figura 14 - Esempio di ontology embedding in BiOnt basato suile ontologie HPO e GO, per la
relazione candidata tra il fenotipo umano “cecitd” e il gene CRB1 (rappresentato dal termine
GO:0007157 " heterophilic cell-cell adhesion via plasma membrane cell adhesion molecules”).

(Fonte: Nink.sprin: com/ch /101 % 78- -45442-
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Un esempio di possibile riformulazione

TABLE 11 Characteristics of the

Two Types of Feenoroacetabular bnpingement
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| linguaggi
multimodal
large
multimodal

model (LMM)

La

metodologia semantiche, vocabolari semantici

ULa qualita delle xrays

QlImmagini e testi:

= la combinazione relazionale logico-
semantica: rappresentazione vettoriale
(embedding) delle immagini
compatibile con la rappresentazione
vettoriale di una frase

= ilmachine learning, i data sets
= il profilo architetturale
UDomini, classi, entita, relazioni logico-

controllati, metadati
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Come viene percepita e
analizzata 'immagine: il
gorilla nascosto
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L’Ontologia cybersecurity POC: threat
intelligence, information sharing, incident
reporting (2024) Pragmema

* POC knowledge ontology

* POC cybersecurity domain
ontology: prevenzione e
predittivita

* POC cybersecurity pragmatic
ontology: services
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POC knowledge ontology (upper level)
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POC cybersecurity domain ontology

. -
L) . ® . N L e .
. s @ LA} e - ® »
. . - K} p ® .
... ... ‘. 4 e PR ) *o . ® > | L | . .. °
] A L] .eQ PR d o N * o ~
L ”. .3 " o 02 e® i “« ., e -9 <
& »
o ot @ = [ AR $7t e %t R
~ . < - . . e o
L4 .1 L h. 2 s ° " ;@ 5 4 2
¢ & L . . W % .
LT @ P, 4 .., o g & ™
o L Y 2 _» ® » "o o
- . .. ) ° °
: o o B B . . _® £°° o R
5 & * tLs e o4 ° 2°
»® & g 92 9, El ® & 4 * 2t . *
3 - Th e o . o
-\ P P ) ™ )
'y - * o L o o * 0 ° "
3 A 4 @ L od %o
) o L e ° L4 o
o - » o ° L o °°
2 . L4 >
s o . 2.2 c ... . .
¢ - L4 be o o L
_ ¢ .'o ¢ * e L4 ¢ °
zuanelli Conf Al sanita cybersec 2024 24
24

09/05/2024

12



09/05/2024

POC cybersecurity subdomain ontologies
« financial ' b B

* automotive

* shipping
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POC: typical
incident 10C

* integrazione e filtro

» clustering di parametri ’

27
Warchitetture per defense
systems
Al,
cybers.ecurlty,. Qil perimetro di insicurezza Al
protezione dei
dati: _Il triplo QAIl e adversarial attacks
ambito
QAIl e cybersecurity by design
28
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Norme,
compliance e
rischi

Prospettive
problematiche e
vasti ambiti di
ricercae
applicazione

09/05/2024

* Il regolamento EU Al Acte le
norme corollarie di settori:
sanita, cybersecurity e
protezione dati (NIS e NIS 2,
GDPR, data governance, servizi
digitali, ecc.)

* Le guidelines sicurezza Al
* Le norme ISO: 42001e€ altro
* Compliance: soggetti implicati

* Le nozioni di etica e rischio
nell’Al
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La rilevanza della
ricerca e dello
sviluppo e le joint
ventures

zuanelli Conf Al sanita cybersec 2024 30

15



31
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