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Cybersecurity nel Settore Sanitario Italiano: 
Esperienze sul Campo e Lezioni Apprese

Lorenzo Bracciale, Giuseppe Bianchi

CNIT Network Assessment, Assurance e Monitoring (NAM LAB)

Cyberthreats on Italian medical landscape
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 Verona (2023), L'Aquila(2023), 
Basilicata (2024), Milano (2023) ...

 This wireless RF communication protocol 
does not properly authentication

 An attacker can control insulin delivery
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1. Exposed PACS
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Where your X-Ray goes?
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What if some of them are left open?
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2. Medical Cloud Data
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Searching open buckets
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Searching for "medical report"
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Exposed medical report: example
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Searching for DICOM files
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3. Medical Mobile Applications
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Hard-coded credentials
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4. Electronic Health Records: A Tale of a Vulnerability
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Italian Electronic Health Record (EHR/FSE)

 Contains all YOUR medical records (and data). It is enabled by DEFAULT.

 A wide access control policy: doctors, hospitals, ASL, pharmacies

 20 different implementation for (almost) the same service (!)

 Technical changes + rush: a perfect explosive cocktail! 

 Next Generation EU (PNRR): target 85% of Patient Summary data by 2025 (Mission 6). 

 FSE 2.0 (new architecture). Lorenzo Bracciale 15

User Data in EHR
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FSE – User Data

FSE – (distributed) Stored XSS
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Aftermath

 7 months vs 15 days for "decisive interventions" (recent 
cybersecurity bill) – 12 march 2024

 Closed case? two major remaining concerns on our side 

 What about the 19 remaining ITA regions? All unaffected?

 Is the fix robust? 
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Responsible disclosure Notification about a fix

June 20, 2023 January 26, 2024

Discussion & Suggestions
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Suggestions

1. Use recognissance tools to do active 
monitoring
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Suggestions

1. Use recognissance tools to do active 
monitoring

2. Move from a prescriptive to supportive 
approach
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Do not dump the cyber sec problem on healthcare facilities
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Suggestions

1. Use recognissance tools to do active 
monitoring

2. Move from a prescriptive to supportive 
approach

3. Use the community: bug bounty, open policies 
for bug reporting ecc.
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Best Practice: Doctolib (300k HCPs)
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Best Practice - WHO
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