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Cyberthreats on Italian medical landscape

2019 - Popular Insulin Pump

The many Ransomware attacks

L'ATTACCO

Pubblicati 8,3 GB di dati trafugati

dallASL 1 Abruzzo, attaccata dal

ATTACCO HACKER ASL LA
STAMPA: “NO PUBBLICAZ ransomware Monti
sovggoma e

Locale

Avezzano, Sulmona,
L'Aquili

» This wireless RF communication protocol

» Verona (2023), L'Aquila(2023),
does not properly authentication

Basilicata (2024), Milano (2023) ...
» An attacker can control insulin delivery

What is the status of cyb

L
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er-health of italian NHS?




09/05/2024

TOR VERGATA

UNIVERSITA DEGLI STUDI DI ROMA

1. Exposed PACS
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Where your X-Ray goes”? &

@ < DICOM
[DicoM > PACS
clients

DICOM

i
i

PACS Server
X- ray MRI.CT (Picture Archiving and Communication System)
(DICOM Server)
Lorenzo Br. 4
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Maps

country:"IT" "DICOM Server Response’ -"tag” honeypot”

Total Results: 55

France

Top Organizations
UNI-Pavia

Aruba 5.p.A. - Clo
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Universita' degli St
Vodafone Italia S.p

Toulouse
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What

if some of them are left open?
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2. Medical Cloud Data
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Searching open buckets

@ Shorteners

O Buckets
ERAYHAT
WARFARE
W Filter Buckets - B searchFiles - K Docs/API - ¥ Top Keywords
4 aws I)
= S A~ 4
Files Amazon Web Services Azure Blob Storage Digital Ocean Spaces
35.9k of 316.7k © 46.7k of 55.2k © 7.0k

2.7bn of 11.9bn ©

Search Public Buckets

Keywords - Stopwords (start with minus -} @

Full Path @ Treat as regex ©

Y Additional filters ~

Lorenzo Bracciale
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* Pricing

al

Google Cloud Platform
36.9k of 78.9k ©

Filename Extensions (php, xisx, docx, pdf)

©FAQ

Last Update
28 Mar 2024

& Contact Us

Login/Register

C]

2 Random Files
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Searching for "medical report”
oo

Results for "referto" ‘\ .

Showing 1 - 20 out of 87 results

Premium users using this query see 142 more results. More info here.

# Bucket
1 aws

2 i
3 2
4 2

5 2

6 2

7 2

o ~
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% Save&notify> || See correspanding API Call ©

Container

Size #

29.44kB 28
1.64k8 10
194.58k8 E1l
164.17k8 N
504.30ke 09
31.29k8 16
708.26kB 17

Exposed medical report: example

Profile Analitice: Ematologia
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Searching for DICOM files
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All files

Showing 1 - 20 out of 100000 results

Premium users using this query see 900000 mOM results. More info here.

# Bucket Filename

1 A core windows.net x ¥GPSPUVPRFA dem
2 n” core.windows.net X oSIWpmTxPaw.dem
3 .Y lob.core.windows.net % v3hgQ.dcm
4 A lob.care windows.net % hylwXQiwCgw.dem

5 a¢ -;ﬂogreaws(um % 930b-6bbaades6azc.dem

Lorenzo Bracciale

One million????111

* Save & notify v See corresponding API Call ©

Container

documents

documents

documents

documents

Size %

11.71MB

11.71MB

11.71MB

11.71MB

4.57MB

TOR VERGATA

Last Modified +

13-11-2019 18:57:34
27-11-201910:53:31
27-11-2019 10:59:32
27-11-2019 11:06:31

09-06-2020 20:01:29
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3. Medical Mobile Applications
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Hard-coded credentials

ece 1DA - libnative-lib.so.i64]
2. i Mh% & 3 a @ o of
N |
»
Data [ Unexplored

ot o X

» @O 8 = [T

1 I

External symbol [l Lumina function

® 090

4Companion_secretKey

ompanion_oldDBPassword
ompanion_actualDBRassword
vigrationDBPassword

exror{void)

sub_12C0

sub_1362
sub_140D

00024 Authentication_00024Companion_client
y_00024 Authentication_00024Companion_client!

ex
Jex
Jex 2 s
685 e "ol orreer der rsas = skaun .
ex H d offset locT13B6 - GFAOR
tex dd offset loc LICA - 6FAGR
H dd offset loc 1302 - 6FAOK
e 0 dd offset loc 1309 - 6FAGh
Aex | ao0b Jpt_1820 ad offset loc 1C83 - 6FAOR
dex | aoa0 ad oftser loc_182¢
loc 186C - 6FA
10571887 - 6FAGR
loc_18A8 - §FADH
105710C5 - 6FAGK
10c71905 - 6FADH
10571959 - 6FAGK

Kl
H
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db '3£b83240-04de-4952-90

db 'hqA&zaUCpr“#J6w399xé
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4. Electronic Health Records: A Tale of a Vulnerability
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ltalian Electronic Health Record (EHR/FSE)

A\ Region A \‘ . I//’//‘?e‘g'/'onz‘i’ A\ \\\

| — ] : :

i = ,
Documents | - Documents |

= | 1 ‘ :

[t X - |

U : 1 U :

A\ Index E i Index /N i

| c—- | !

i = EE

\

NS Documents 7

- -

Contains all YOUR medical records (and dam is enabled by DEFAULT.
A wide access control policy: doctors, hospitals, ASL, pharmacies
20 different implementation for (almost) the same service (!)
Technical changes + rush: a perfect explosive cocktail!
» Next Generation EU (PNRR): target 85% of Patient Summary data by 2025 (Mission 6).

» FSE 2.0 (new architecture). Lorenzo Bracciale
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User Data in EHR

Presidenza del Consiglio dei Ministri

( % | Agenzia per I'ltalia Digitale
4

Menitno bl Fotets

INTRODUZIONE

Definizione di Taccuino

Il DPCM 178/2015 definisce all’Art. 4 il “Taccuino personale dell’assistito” come sezione riservata del FSE
all'interno della quale & permesso all'assistito di inserire dati e documenti personali relativi ai propri
percorsi di cura, anche effettuati presso strutture al di fuori del SSN, precisando che i dati e i documenti
inseriti nel taccuino sono informazioni non certificate e devono essere distinguibili da quelli inseriti dagli
altri soggetti che concorrono all’alimentazione del FSE (definiti allarticolo 12 del medesimo Decreto).

Si tratta quindi di una sezione del FSE con caratteristiche profondamente differenti dalle altre, che debbono
essere considerate nell'analisi dei contenuti informativi ed anche, in prospettiva, nella realizzazione dei
servizi e nell’utilizzo delle informazioni ivi contenute.

Lorenzo Bracciale
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FSE — User Data

= SALUTE LAZIO s Q Q@O
alk |

Home &:Dati Personali

Elenco Documenti Caricati SITTAre.

Messaggi da

. — . Tipo doc.:| Referto Generico ¥ Data doc.:| 12/06/2023

File:| Choose file |
Document

In eviderza

! gl - | 2 cov-1s
Consultatuts  documenti Notifiche

= Agenda

o Giugne 2023 o W Ran
© Chiuso=Nc

2. Limitata=Visit

dico curante. @ Aperto

Lu Ma Me Gio Vo Sa Do

2
]
1%

22 23 2 2
%

Proseifi appuntament »
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FSE — (distributed) Stored XSS

Q
A %
el e e

= SALUTE LAZIO e s QOGO
~

Home &=Dati Persanali

Comunicazioni

Messaggi da leggere:
5 Originale. 1 Vedi POF a
~

k2 Messags

Vedi me
e
Document! VRN In evidenza
] - | # COVID-19
] K J )
. s Natifiche
ut S

= Agenda

Prossimi appuntamenti

Modifica riservatezza; @ > @

« Indietro

Tutte le misurazioni

Serious Issue: spear fishing, massive data exfiltration, actions on behealf of

the doctos, account takeover by password change?

18




09/05/2024

IR NTReAT

Aftermath

Responsible disclosure Notification about a fix

—

June 20, 2023 7+ months January 26, 2024
12 marzo 2024

» 7 months vs 15 days for "decisive interventions” (recent  Disposizioni in materia di
cybersecurity bill) — 12 march 2024 rafforzamento della
cybersicurezza nazionale e di

» Closed case? two major remaining concerns on our side
reati informatici

» What about the 19 remaining ITA regions? All unaffected?

In dettaglio, il comma 1 prevede che I’Agenzia per la cybersicurezza

» Is the fix robust?
nazionale (ACN) possa segnalare, ad una serie di soggetti pubblici o che

e comunque
giorni dalla comunicazione, all’adozione degli interventi risolutivi

segnalazioni devon

Lorenzo Braccl
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Su%estions

1. Use recognissance tools to do active
monitoring

Lorenzo Bracciale 21
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oggetto_gara ‘oggetto_principale_contratto_Importo_complessivo_gara _dats pubblicatione _data scadenta_offerta_cf_amministrations sppaltant _denominatione_amministratlons_sppaltants
TAVORI DI SOMMA URGENZA RISANAMENTO CONSERVATIVG E RIVIODULAZ LAVORT 1988750 27709/2018 770572018 7865540759 AZIENDA SANITARIA PROVINCIALE DI CATANZARO
EPOT DITTA BRISTOL FORNITURE 72100 25/09/2018 09/10/2018 96024110635 ASLNAPOL 2 KORD
ACQUISTO MONITOR FORNITURE 2000 28/09/2018 28/09/2018 763810587 FONDAZIONE ENASARCO
ADESIONE GARA REGIONALE DPI 27 EDIZIONE LOTTO 5 OCCHIALI AD ASTINE FORNITURE 65340 20/09/2018 20/09/2018 962520110 AZENDAUNITA SANITARIALOCALE N. 5 SPEZZINO
AFFIDAMENTO FORNITURA PRODOTTI D PULIZIA PER LASILO NIDO COMUN, FORNITURE 10000 14/09/2018 29/09/2018 27950827 COMUNE LERCARA FRIDDI
NOLEGGIO QUADRIENNALE DI VEICOLI SENZA CONDUCENTE DA ASSEGNARE FORNITURE 343920 27/09/2018 27/09/2018 253030156 COMUNE DI SESTO SAN GIOVANNI
STAGE A DUBLIN 1819 seRviz 1215000 20/09/2018 2/10/2018 9702080153 ISTITUTO TECNICO STATALE PER IL TURISMO ARTEMISIA GENTILESCHI
PROCEDURA RISTRETTA PER LA FORNITURA DI DEFLUSSORI - REGOLATORI D FORNITURE 5774000 07/09/2018 03/08/2021 2101050546 AZIENDA OSPEDALIERA DI PERUGIA SANTA MARIA DELLA MISERICORDIA
SEDE G 1120000 17/09/2018 0/10/218 80054320586 CONSIGLIO NAZIONALE DELLE RICERCHE
SERVIZIDI BUSINESS INFORMIATION PER LA VALUTAZIONE DELLA POSIZIONE SERVIZI 2500000 10/09/2018 17/09/2018 6377691008 ENELITAUA SPA
SERVIZIO DI PULIZIA ORDINARIA C/O LOCALI E LORO PERTINENZE seRviz 814020 14/09/2018 24/09/2018 193460680 COMUNE DI MONTESILVANO
PIANO DI INTERVENTO TRIENNALE DI NOLEGGIO MEZZ1 OPERATIV PER LA N SERVIZ 3000000 27/03/2018 21/11/2018 1907990012 CITTA METROPOLITANA DI TORINO
OSITIVI PER STOMIE ESCICALI E ALTRC FORNITURE 15915868 11/09/2018 11/09/2018 1661590891 AZIENDA SANITARIA PROVINCIALE DI SIRACUSA
i
A
A N
s Dispositivo
= UNITA SANITARLA LOCALE ROMA @ ED ASSISTENZA TECNICA INNOVA 2000 01/012014-30/04/2014 innova 2000 firmware 4 serica
Prof
ENERCT TN ” o o mooe v . -
FORNITURA PIATTAFORMA TECNOLOGIA GESTIONE PROCREAZIONE MEDICE FORNITURE 1400000 21/09/2018 21/09/2018 6485540435 ESTAR (ENTE DI SUPPORTO TECN » AUTORITA
ACQUISIZIONE DI SERVIZI SUPPLEMENTARI RELATIVI AL CONTRATTO DI AFFI SERVIZI 901596 13/09/2018 13/09/2018 199250158 COMUNE DI MILANO NAZIONALE
POMPA GRUNDFOS - ORD, 67.10512 FORNITURE 7365 06/09/2018 07/09/2018 1763190509 ACQUE SERVIZISRL.
PRODUZIONE CULTURALE NELLA FATTISPECIE DELLA REALIZZAZIONE DEL LU SERVIZ 1210000 os/03/2018 as/05/2018 93055550771 FONDAZIONE DI PARTECIPAZION! " ANTICORRUZIONE

+

I CVEs of medical devices |

1. EXECUTIVE SUMMARY

= CVSSVv39.8
= ATTENTION: Exploitable remotely/low skill level to exploit
® Vendor: GE Healthcare

* Equipment: GE Imaging and Ultrasound Products

Pl el o Maps of purchases of
vulnerable medical

https://www.nature.com/articles/s41598-023-45927-1  Loreno sracciale devices 2
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Su%estions

1. Use recognissance tools to do active
monitoring

2. Move from a prescriptive to supportive
approach
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Do not dump the cyber sec problem on healthcare facilities

=L e
#FratelliDiCrozza itd in affanno, I'It;:i
id e

crozza di Germania e Fi
monologo

sulla sanita
ltaliana "Lo dico, ? .
non é il momento (_ ,.

di ammalarsi" i
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i
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Su%estions

monitoring

approach
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1. Use recognissance tools to do active
2. Move from a prescriptive to supportive

3. Use the community: bug bounty, open policies
for bug reporting ecc.

25
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REGISTER ON OUR BOUNTY PROGRAM

Doctolib offers rewards
of up to 50,000€

Doctolib wil only reward the firs reporter of and only i it 5
registered on our Bug Bounty pariner. 2 examples of applicable scenarios:

A S A

Up to 50,000€ Up o 5,000€

Authentication bypass for Doctolib

of mult-

Pro software cts (with bypass

Best Practice: Doctolib (300k HCPs)

Scope
= In scope

+ Doctolib public-facing websites:
www.doctolib.fr www.doctolib.de www.doctolib.it

+/ Doctolib web application for professionals:
pro.doctolib.fr pro.doctolib.de pro.doctolib.it

+/ Doctolib B2B website:
info.doctolib.fr info.doctolib.de info.doctolib.it

+/ Doctolib API gateway:
api.doctolib.fr api.doctolib.de api.doctolib.it

+/ Doctolib public infrastructure:
* doctolib.(fr/deliticom|net)

+/ Doctolib iOS App:
https:/apps.apple.com/fr/app/doctolib/id925339063

+ Doctolib Android App:
https://play.google.com/store/apps/details?id=fr.doctolib.www&hl=fr

IR NEG
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Best Practice - WHO

Health Topics ¥

.
Countries v Newsroom v Emergencies v Data v About WHO ~ P r I Ze

Vulnerability Hall of Fame

WHO is committed to protecting the privacy and security of its people, processes, and IT Related
solutions. Our Vulnerability Hall of Fame is intended ta minimize the risk and impact of

S CO p e cybersecurity vulnerabilities that hackers seek to exploit for malicious purposes.

Cyber security
WHO responsible disclosure and reporter acknowledgment policy
To continuously improve the protection of information technology and digital assets, we
encourage the public to assist our efforts by disclosing cybersecurity vulnerabilities in
WHO publicly accessible information systems.
News

What to report to WHO (qualifying vulnerabilities) 6 February 2024 | Departmental news

Technical details of cybersecurity vulnerabilities associated with publicly accessible WHO
digital assets. We are open to accepting any valid in-scope vulnerability, but we are
especially interested in the following vulnerabilities:

WHO reports outline responses
to cyber-attacks on health care
and the rise of disinformati...

+ OS Shell Execution (Remote Code Execution, Code Injection, OS Command Injection);
+ SQL Injection (Inband SQLi, Blind SQLi); 23 April 2020 | News release
« Server-Side Request Forgery (Unrestricted SSRF), Content-Restricted SSRF, Error-based WHO reports fivefold increase in

SSRF (true/false), Blind SSRF; cyber attacks, urges viailance
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